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Motivation
AEarly morning, February 17, 2014
AHighjackedlight E7702 Z

ANo escort from Swiss Air Force T ™
ADoes not operate et N
A Before 8am weekdays -
A During lunch time

A During weekends




Focus on Time Aspect

APilot stealthily took ownership of a plane
at a particuladay andtime

ADirect the plane to his target destination

I

Alnformed ground control about théighjacking

AExcessive reaction time due to the
non-responsiveness of the Swiss Air Force

Protection time

Detection time

Reaction time



From Physical to Time-Based Cybersecurity

ACapturing complexity of security situations wiime -based
security

AProtection time (p): Amount of time the attacker needs to
execute her attack successfully

ADetection (discovery) time (d): Required time for the defender
to detect that his system has been stealthily compromised

AReaction time (r): Required time for the defender to reset his
defense mechanisms in order to recreate a safe system state
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Security Incident Data

AShed light on the question of the actual timing of security incidents
and responses by looking into empirical data sources

AAvailable field data sources
ANot necessarily matching our definitions precisely
ABut provide some indication of the magnitude of these parameters

ARelevant industry report data
AVerizon's annual Data Breach Investigations Report (DBIR)



vCDB

AVERIS Community Database (VCDB)

AVERIS:Vocabulary for Event Recording and Incident Sharing

~ AHow to report onVCDB
A5,856 publicly disclosed data breaches

AAction
AMalware: 439
AHacking: 1655
ATotal: 1795

AFocus
AAction
ATimeline

VERIS OVERVIEW

SCHEMA
DOCUMENTATION

INCIDENT TRACKING
VICTIM DEMOGRAPHICS
INCIDENT DESCRIPTION

INCIDENT DETAILS
DISCOVERY & RESPONSE

IMPACT ASSESSMENT

INDICATORS
SAMPLES & EXAMPLES

ATimeline
Alncident date
ATime to compromise |
ATime to exfiltration
ATime to discovery
ATime to containment |

VERIS COMMUNITY
DATABASE

THE A4 GRID

- 473 entries

SCHEMA ENUMERATIONS

VERIS

the vocabulary for event recording and
incident sharing

VIEW PROJECT ONGITHUB

VERIS

The Vocabulary for Event Recording and Incident Sharing (VERIS) is a set of metrics designed to provide acommon
language for describing security incidents in a structured and repeatable manner. VERIS is a response to one of the
most critical and persistent challenges in the security industry - a lack of quality information. VERIS targets this
problem by helping organizations to collect useful incident-related information and to share that information -
anonymously and responsibly - with others. The overall goal is to lay a foundation from which we can constructively
and cooperatively learn from our experiences to better measure and manage risk. This site serves as a central hub
for all things VERIS. On it, you will find information and resources for leveraging VERIS in your organization as well
as interacting with the growing community of users. We hope you'll become part of that community, and help build
aset of valuable information that benefits us all.

VERIS RESOURCES

overview: A brief summary of VERIS and what it can do for you.



Discovery Time

A325 entries with norempty discovery time
A 150 with exact values for discovery time

AAverage: 198.2539 days
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Protection Time

AEXxfiltration time as protection time

Incident Time | Discovery Time | Exfiltration Time | Containment Time
4/16/2011 Days 2 Days Days
7/18/2011 10 Days 7 Days -
7/24/2013 15 Days 2 Days -
11/15/2013 1 Months 2 Weeks -
4/15/2015 1 Year 2 Months 15 Days

AProtection time < discovery time
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Percent of Containment Time

Reaction time

AContainment time as reaction time
AAverage: 10.4504 days

Distribution of Containment Time Distribution of Containment Time
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Implications

AOther Datasets
AWeb Hacking Incidents Database (WHID)
APrivacy Rights Clearinghouse

AActual details with respect to timing information are insufficient to
draw robust conclusions

ASignificant omission of cybersecuigfated data collection

AFurther work in this direction
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Game-Theoretic Model

AGametheoretic model for timebased security (TBS)

ATwo-player game
ADefender
A Attacker

ACA -Att acker s cost to compromise

ACD -Defender &8s cos't t o reset t he
compromised to safe

ACk -Defenderds cost to discover w

compromised
15



Assumption

Ap, d, r: Constant

Ata -Periodicity of the attacker 8s
A ip - Periodicity of the defender checking for system compromise
Ata>p+d+r and tp>p+d—+r

Defensive move

Discovery move { d A \ '
P P P
>
Attacker ds move Resource Ownership
Defender I
Attacker >

16
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Payoff Calculation

ASix cases

ta—p-d-r<ip<iy—d

tA STp STa TP |

ta+p<tp<ta+p+d+r

tp >ta+p+d+r

18



Example Case
AtD étA—p—d—I‘

i r = B 5D11:tA TAH:tD—I—d—I—r—%
A D

Al—2x op12 =ta  1A12 = tDQ_p—I—d—I—I‘

0p1 = 20p11 + (1 — x) Op12 = ta

tA t]23 d—r

™1 = Tp11 + (1 — &) Tp12 =
p

[ ey |

T T

LA
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1
™ = 7 (—t4 — ) +4tatp +2pta —2tp (d+1)+ (p+d+1)(d+1— D))

ABoundary poinitx = tp

5]) :tD+p+d+r
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Payoff

Ata <tp <tatptd+tr

D = T
Alp = ta

5[) — QtD—(

tD—p—d—I'

LA

)i

(th +tb+2pta —2tp(d+1r)+ (p+d+r)(d+r1—p))

p+d+r
op = Ip
" :tA+2p
QtD
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Defender’s Best Response

AFor eaclty val ue of . the def
BRD(tA) — al'g Imax up (tD?tA)
tpesS
S(tA):p—l—d—l—r?tA—p—d—r?tA,tA—%p%—dJrr}

tp1 = V2tack
(=13 + 14 —2pta — (p+d+1)(d+r—p)) =0

C—k—l— CD(tA—p—d—r) 4

t9 tA(QtD—tA+p+d+r)2

4tAt]23

Cpta

Ck CptA B
th th(2ta—tp+p+d+r) tp(2%a—tp+p+d+r)

| 1 2 2 _
vl (th —ta —2pta — (p+d+r1)(d+1r—-p)) =0,




Nash Equilibrium

ACal cul ate attackerds best respol

BRA(tD) — al'g Imax ua (?fD?tA)
ta€Y

ANash equilibrium

ANumerically
AMutual best response
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P

Simulation

Attacker's Best Response
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Simulation: NE
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Conclusion

AEmpirical evaluation of timing of security incidents
AProtection time
AReaction time
ADiscovery time

ATime-based security framework
AGametheoretic model
AAnalysis

AFuture work:

AExtend model
A p, d, r: Random variable

AField data
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