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Worsening Aggregate Trends
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Figure 2. The View From IT Security Firms

Symantec Blocked Attacks

Kaspersky's Attacks lauched from Web-based resources

136

482 452

355

254

609

594

676

588

330 271

528

54,831,241

70,898,883

132,183,199

130,772,600

251,465,397

135,341,320

434,771,594

295,489,326

149,332,715

1,295,739,808

396,769,021

2,423,733,400

0

500000000

1E+09

1.5E+09

2E+09

2.5E+09

3E+09

0

100

200

300

400

500

600

700

800

To
ta

l C
om

pr
om

is
ed

 R
ec

or
ds

To
ta

l B
re

ac
he

s

Figure 1. Breaches and Stolen Records Over Time

Total breaches Total Compromised Records



The Argument

■ First, an example: aggregation bias in “A Nation at Risk”—a report of the National 
Commission on Excellence in Education. 

■ What we see in aggregate statistics could, paradoxically, be based upon opposite trends.

■ In other words, beware of aggregation bias in cybersecurity metrics, as they could be 
misleading us to believe that radical and disjunctive policy is needed when in fact the 
situation is getting better. 

■ If three conditions hold, I show that Simpson’s Paradox or aggregation bias could easily 
emerge to cloud our view. 



Assumptions/Conditions

■ The population of 
potentially hackable 
points online can be 
divided into groups.

■ For example, 1) 
savvy users; 2) 
naive users; and 3) 
IoT devices.

■ The likelihood 
that the groups 
will be hacked 
can be rank 
ordered

■ For example, 
the likelihood of 
being hacked is: 
savvy users < 
naïve users < 
IoT

■ The most 
hackable 
groups grow 
the fastest. 

■ For example, 
the various 
groups grow: 
savvy users < 
naïve users < 
IoT



The Data

■ The Real… ■ The Simulated…
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Figure 3. Savvy Users, Naive 
Users and IoT Over Time

Savvy user count Naïve user count IOT count  

Table 5. Cybersecurity in a Power Law World 
 Xmin α Min Max Mean  Median Standard 

Deviation 
Savvy 
Users 

Savvy Users 
* 0.4 

3 0.33 1.02 0.50 0.45 0.15 

Naïve 
Users 

Naïve Users 
* 0.5 

2.5 0.39 5.25 0.77 0.57 0.57 

IoT 
Device  

Devices * 
0.6 

2 0.45 6.60 0.98 0.67 1.03 

 

Table 3. Cybersecurity in a Gaussian World 
 Improvement 

Rate 
Min Max Mean Median Standard 

Deviation 
Savvy 
Users 

0.1 0.29 0.50 0.40 0.40 0.044 

Naïve 
Users 

0.1 0.44 0.62 0.54 0.53 0.042 

IoT 0.1 0.59 0.73 0.66 0.66 0.032 



The Findings

■ If cybersecurity is normally 
distributed…

■ If cybersecurity is fat tailed…

Table 4. Simpson’s Paradox Over 1,000 Iterations of the Data (a Gaussian World) 
 Hack 

Proportion 
(1990-1996) 

Hack 
Proportion 

(1997-2003) 

Hack 
Proportion 

(2004-2010) 

Hack Proportion 
(2011-2017) 

Over Sample 
Percentage 
Point Change 

Savvy Users  44% 41% 38% 35% -9% 
Naïve Users 59% 56% 53% 50% -9% 

IOT N/A N/A 67% 65% -2% 
Aggregate 

Trend 
45% 45% 52% 61% 16% 

 

Table 6. Simpson’s Paradox Over 1,000 Iterations of the Data (Power Law World) 
 Hack 

Proportion 
(1990-
1996) 

Hack 
Proportion 

(1997-2003) 

Hack 
Proportion 

(2004-2010) 

Hack Proportion 
(2011-2017) 

Over Sample 
Percentage 
Point Change 

Savvy Users 57.8% 53.8% 50.9% 49.0% -8.8% 
Naïve Users 80% 73.3% 69.1% 65.2% -14.8% 

IoT N/A N/A 89.8% 84.7% -5.1% 
Aggregate 

Trend 
59.9% 59.3% 67.4% 81.2% 21.3% 

 



What it all means

■ Three lessons:
1. Take all aggregate cybersecurity statistics with a grain of salt;
2. When devising metrics and collecting data, look for ‘lurking confounders’;
3. Radically disjunctive policy might not be warranted. 

■ And a call…
1. We need more, and more finely grained, data.


	Sometimes Three Rights Really Do Make A Wrong: Measuring Cybersecurity and Simpson’s Paradox
	Overview
	Worsening Aggregate Trends
	The Argument
	Assumptions/Conditions
	The Data
	The Findings
	What it all means

