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Abstract

This paper analyzes the effects of a privacy regulation that caps the level of data disclo-
sure on investment in quality and social welfare. We develop a model in which a monopolist
offers a service for free to consumers with heterogeneous privacy preferences, and derives
revenues from disclosing consumer data to third parties. We assume that the users of the
service choose how much information they provide to the firm. In this setting, regulating
the disclosure level can alter both the extensive margin effect and the intensive margin
effect of an investment in quality. In the case where the market is fully covered, a welfare-
maximizing regulator who can commit ex ante to a cap on disclosure level finds it optimal
to do so when the complementarity between quality and information is not too strong.
In the case where the market is partially covered, such an ex ante disclosure cap may be
socially desirable even when quality and information are strongly complementary. Finally,
we extend our analysis to the case where the regulator maximizes consumer surplus, and

to a scenario where the regulator sets a disclosure cap ex post.
Keywords: Privacy Regulation, Data Disclosure, Quality.
JEL Classification: D83, L15, L4, M21.

*We are grateful to Romain De Nijs, Andres Hervas-Drane, Bruno Jullien and Mike Riordan for very useful
comments and discussions. We also thank the participants at the tenth IDEI-TSE-IAST Conference on the
Economics of Intellectual Property, Software, and the Internet and the Conference on the Economics of Infor-
mation and Communication Technologies, and the anonymous reviewers at at Workshop of the Economics of
Information Security for helpful suggestions. The financial support of the European Research Council (ERC)
under the European Union’s Horizon 2020 research and innovation programme (grant agreement No 670494) is
gratefully acknowledged.

fToulouse School of Economics, University of Toulouse Capitole. E-mail: yassine.lefouili@tse-fr.eu

¥Toulouse School of Economics, University of Toulouse Capitole. E-mail: yinglei.toh@tse-fr.eu



1 Introduction

In today’s digital economy where most services are offered essentially for free, consumer
data has emerged as a new form of currency. Many firms, including Internet giants such
as Google and Facebook, have chosen to monetize the user data that they have collected,
rather than charge a positive price for the content or services that they provide. Consumer
data could be either sold directly to third parties (e.g. direct marketing companies and
data brokers) and/or used to tailor the advertisements shown to consumers (Lambrecht et
al., 2014). As firms’ ability to collect and analyze information continue to improve with
the advancement of technology, many have begun to voice their concerns over the data
practices of firms. Some have argued that the existing notice and consent requirement with
regards to a firm’s data practices is inadequate for protecting consumer privacy, because
only “in some fantasy world, users read these notices, understand their implications ... then
click to indicate their consent.” (The White House, 2014, p. 38). Others further questioned
if consumers have any meaningful alternatives to consenting at all, given the dominant
positions of many of these firms. Facebook, for example, has recently been investigated by
the German Federal Cartel Office for abusing its dominant position through the terms and
conditions it imposes on the use of personal data.!

One means of protecting consumer privacy is to regulate data use/disclosure by firms.
For example, a regulator could restrict the type and quantity of information that a firm is
allowed to disclose to third parties or limit the duration for which consumer data could be
stored. Although such a policy would help to protect consumer privacy, it may hurt the
incentives of firms to innovate or to invest in the quality of their services. These restrictions
has been likened to the act of “killing the goose that lays the Internets golden eggs”.? Athey
(2014) points out, for instance, how privacy regulation may reduce the efficiency of online
advertising, making it more difficult for a firm to build up its initial user base and to
derive revenues from it, and hence, lowering the firm’s incentives to innovate or to create
new content. It is unclear a priori whether a regulation on data use/disclosure is socially
desirable; this paper attempts to shed some light on this issue.

We develop a model in which a monopolist offers a service to consumers with hetero-
geneous privacy preferences. The monopolist does not charge a price but instead derives
revenues from disclosing consumer information to third parties (e.g., for the purpose of
targeted advertising). Further, it may invest in the quality of its service. The gross utility
that a consumer derives from using the service is increasing in both the quality level of its
service and the amount of information input that the consumer provides. This information
can take the form of purchase and browsing histories, location information, personal infor-

mation shared on a social media profile, reviews and comments and so on.?> When providing

'Boot, Nuria and Petropoulos, Georgios, “German Facebook probe links data pro-
tection and competition policy,”  Bruegel, 14 March 2016, http://bruegel.org/2016/03/
german-facebook-probe-links-data-protection-and-competition-policy.

2Thierer, Adam, “Privacy regulation and the free Internet”, Reuters, 23 December 2010, http://blogs.
reuters.com/mediafile/2010/12/23/privacy-regulation-and-the-free-internet/

3More generally, one could also consider the level of usage as the amount of information input provided by a
consumer. By increasing her level of usage, the consumer provides the firm with more opportunities to gather
information about herself (e.g., the firm could track the consumer’s activities by means of cookies).



information to the firm, the consumer also incurs a privacy cost. This privacy cost depends
on the strength of the consumer’s preference for privacy, her level of information provision
and the monopolist’s level of disclosure.

An important modelling innovation of our paper lies in the introduction of a quality
dimension to the firm’s service. The service’s quality level and the consumer’s information
provision level jointly determine the gross utility that the consumer derives from using
the service. More specifically, we consider the case where quality and information are
complements from the consumer’s perspective. In other words, the marginal benefit of
information provision, and hence the amount of information provided, is increasing in the
quality level of the service. As an example, consider the services provided by social media
platforms such as Facebook and Instagram. By innovating and creating new and better
sharing tools (which corresponds to a higher quality of service), a social media site enhances
the users’ sharing experience. The marginal utility of sharing and therefore the amount of
content shared by users is likely to increase as a result. The service provided by a product
recommendation site (or, more generally, a matching site) serves as another example. The
higher the quality of a firm’s recommendation/matching algorithm, the better the match
the consumer obtains when she reveals her preferences (personal information) to the firm.

We first examine the participation and information provision decisions of a consumer.
For given levels of quality and disclosure, a consumer patronizes the firm if her idiosyncratic
privacy cost from information disclosure is sufficiently small. Further, a larger share of
consumers participate when the quality level is higher and the disclosure level is lower.
Conditional on participation, a consumer always provides less information when disclosure
level is higher, when the quality level is lower and when her preference for privacy is stronger.
We then compare the privately and socially optimal choice of quality and disclosure levels.
We show that the monopolist under-provides quality for a given level of disclosure and
over-discloses information for a given level of quality relative to the social optimum. These
intuitive results stem from the fact that the monopolist fails to take into account the benefit
of quality and the cost of disclosure to the consumers when deciding on its levels of quality
and disclosure.

Next, we analyze the effect of a privacy regulation taking the form of a cap on infor-
mation disclosure on quality and social welfare. We first consider the scenario of an ex
ante regulation, in which a social-welfare-maximizing regulator sets the level of the dis-
closure cap before the monopolist decides on its level of quality.* We further distinguish
between two sub-cases - full and partial market coverage. Full market coverage arises when
the opportunity cost of using the firm’s service is sufficiently low.> When this is the case,
quality and disclosure levels only affect the amount of information provided by consumers
(the intensive margin) but not their participation decisions (the extensive margin).® Un-

der full market coverage, a cap on disclosure weakly decreases the quality level chosen by

4This implicitly assumes that the regulator is able to commit to the level of the cap.

5This may correspond to the scenario where consumers do not have meaningful alternatives to the service
offered by the monopolist.

50ur results under that scenario would also hold in a more general setting where the market is not fully
covered but quality and disclosure levels do not affect consumers’ participation (while they affect the amount of
information provided by consumers to the firm).



the monopolist — there is a trade-off between more consumer privacy and higher service
quality. This reduction in quality level lowers social welfare. However, because the cap has
a positive (direct) effect on reducing the consumers’ privacy costs, the overall impact on
social welfare is still positive when quality and information are sufficiently weak comple-
ments. When the market is only partially covered, a disclosure cap may lead to an increase
or decrease in the quality of service, depending on the shape of the distribution of the
idiosyncratic privacy cost. If the distribution exhibits a weakly increasing density (which
implies that a relatively large share of consumers have high idiosyncratic privacy costs), a
cap leads to an increase in quality. In this case, there is no trade-off between privacy and
quality, and the cap unambiguously increases social welfare. However, if the distribution
exhibits a decreasing density function, the effect of a cap on disclosure on social welfare is
ambiguous.

As an extension, we explore the case where the regulator is a consumer protection agency
(and therefore, cares only about maximizing consumer surplus) in the ez ante regulation
setting. While the results in this case do not qualitatively differ from those derived under
a welfare-maximizing regulator, we show that the consumer protection agency will set
a (weakly) lower disclosure cap than a social-welfare-maximizing regulator. In another
extension, we examine the scenario of an ex post regulation. Under ez post regulation,
the regulator imposes a disclosure cap after the firm has invested in quality. This could
either correspond to the case where the regulator is unable to commit to the level of the
disclosure cap, or to the scenario where a regulator attempts to prevent a firm from abusing
its dominant position after it has acquired a high degree of market power (as in the case
of Facebook described earlier). As compared to the case of ex ante regulation, the impact
of an ex post regulation depends also on how the value of information compares with the
average privacy cost of the consumers.

Related literature. Our work contributes to the growing pool of economic literature
on the use and protection of consumer data by firms (see Acquisti et al. 2016 for a survey).
Closely related to our work are papers that consider the collection and exploitation of
consumer data by firms. Bloch and Demange (2017) and Bourreau et al. (2017) examine the
taxation and regulation of digital monopoly platforms that derive (part of) their revenues
from the exploitation of consumer data. Like in our paper, they consider models in which:
(i) a monopolist offers a service to consumers who have homogeneous valuation for the
service but heterogeneous privacy costs, and (ii) the exploitation of consumer data raises
the monopolist’s revenues and the value of the service to the consumers. The amount of
data that a consumer has to provide is set by the monopolist in Bloch and Demange (2017),
while it is chosen by the consumer in Bourreau et. al (2017) and in our work. One key
difference between our model and those in Bloch and Demange (2017) and Bourreau et.
al (2017) stems from the monopolist information disclosure/exploitation policy. In both
of these papers, the monopolist discloses all of the data that is used in the provision of
its service whereas we allow for partial disclosure. More specifically, all of the data that a
consumer shares is used to provide the service but only a share of that data is disclosed
to third parties (or exploited by the monopolist). This enables us to analyze how a firm’s

data disclosure/exploitation policy affects a consumer’s decision to share information, which



has not been considered in the aforementioned papers. In this regard, our model bears
much resemblance with that of Casadesus-Masanell and Hervas-Drane (2015), who also
distinguish between data provision by consumers and data disclosure by the firm. That
said, we differ from them in several ways. First, in our model, the firm derives revenues
solely from disclosure, whereas in Casadesus-Masanell and Hervas-Drane (2015), the firm
has two revenue streams - disclosure and price - and faces a trade-off between the two.
Second, Casadesus-Masanell and Hervas-Drane (2015) focus their analysis on the effect of
competition on the disclosure levels chosen by firms while we focus on the regulatory impact
of a cap on disclosure level.

An important distinction between our work and the three papers cited above is in how
the value of the firm’s service depends additionally on an endogenous quality component
in our model. Because the firm’s only source of revenues comes from data disclosure, its
incentives to invest in quality depends on the impact of quality on disclosure revenues.
This implies that a regulation which affects the disclosure revenues of the firm will have
implications on its investment in quality. The interlinkage between privacy regulation and
firms’ incentives to innovate has been examined by Goldfarb and Tucker (2012). Drawing
on empirical studies in the healthcare (see Tucker and Miller 2009, 2011a and 2011b)
and the online advertising (see Goldfarb and Tucker 2011) sectors, they highlight how
privacy regulations may raise the costs and/or lower the benefits associated with data-
driven innovation, hence creating adverse consequences for such innovation. Our work
shows, in addition, that privacy regulation (in the form of a disclosure cap) can affect the
level of service innovation (quality) even when data is not a direct input for innovation.

The rest of the paper is structured as follows. In section 2, we introduce the model
setup. In section 3, we examine the consumers’ participation and information provision
decisions. We then compare, in section 4, the privately and socially choice of quality and
disclosure levels, before presenting our analysis of the ex ante regulation in section 5. In
section 6, we present two extensions to our model - the analysis of an ex ante regulation
with a consumer-surplus-maximizing regulator and that of an ez post regulation. In Section
7, we provide an alternative interpretation of our model and discuss the way our results

would be modified if two assumptions of our model were relaxed. Section 8 concludes.

2 Setup

Consider a firm that offers a service to a mass of consumers for free, and derives revenues
from selling (some of) its customers’ personal information to third parties (e.g., advertisers).
The firm can choose the quality ¢ > 0 of its service and a disclosure level d € [0, 1] of personal
information. A lower disclosure level can be interpreted either as more restrictions on the
type of data that can be sold to third parties or more restrictions on the set of third parties
that the data can be sold to.”

Consumers’ utility. Consumers benefit from a better service when they provide the

7 Alternatively, the disclosure level could also be interpreted as the degree of informativeness of the data. A
disclosure level d < 1 would then mean that the firm engages in some (potentially imperfect) form of anonymiza-
tion. This would however require to interpret differently the parameter r capturing the value of information.



firm with (more) personal information, but incur a utility loss from having (part of) that
information disclosed to third parties. More specifically, we assume that the utility of a
consumer who patronizes the firm and provides it with an amount of information x € [0, 1]
is
U(z,0,q,d) =V (z,q) — (a+0d)z — K

where « is the cost of providing personal information® (which we assume to be the same
for all consumers), and 6 is an idiosyncratic privacy cost parameter distributed over an
interval [Q, ﬂ according to a differentiable density function f(.). This parameter captures
the intensity of a consumer’s preference for privacy; the higher the value of 6, the stronger
the consumer’s preference for privacy. The parameter K > 0 is a fixed opportunity cost of
using the service, which we assume to be the same for all consumers.’ Moreover, the gross
utility V' (z, ¢) is bounded, and twice continuously differentiable, increasing and concave in
both its arguments.

Value of personal information. We suppose that all the buyers of personal data
have the same willingness to pay » > 0 for a unit of (personal) information, and call r
the value of information. Moreover, the firm is a monopolist in the market for personal
information. These simplifying assumptions have two straightforward implications. First,
the firm always sets the unit price for personal information to r independently of its other
strategic choices. Second, the price set by the monopolist leaves no surplus to third parties

buying information, which simplifies our welfare analysis.'®

Firm’s profit and social welfare. Denoting x the function mapping each 6 € [Q7 ﬂ
to the amount of information x () € [0, 1] provided by a consumer of type 6,! the firm’s

profit is

N}\%\

where C(q) is the (fixed) cost of producing a service of quality q. Assume that C(.) is twice

differentiable, and such that C'(0) = 0, C(q) = +o0, C'(0) =0, C'(¢q) > 0 for any ¢ > 0,
q—+oo

and C” (¢) > 0 for any ¢ > 0.

Social welfare is defined as the sum of the firm’s profit and the consumers’ utility.

Interdependency between quality and information. We capture the (local) in-
terdependency between quality and information from consumers’ perspective through the

following parameter:
2’V
D0
v(2,0) = =Gy
Ox2

For our analysis, we assume that v(x, ¢) > 0, which implies that quality and information

8This could be for instance the cost of uploading content on a social network or the cost of filling out an
electronic form on a website.

9For notational convenience we do not include K in the arguments of the utility function.

10T Section 7 we discuss the scenario in which third parties buying personal data pay a price lower than r,
thus making a positive surplus.

"' The amount of information z (f) can be equal to zero either because the consumer of type § decides not to
use the service, or because she uses the service but decides to provide no personal information at all.



12" Further, the larger the value of v(z,q), the stronger the extent of

are complements.
complementarity (in relative terms).

Timing. We consider the following two-stage game:

1. The firm chooses a level of quality ¢ and commits to a disclosure level d.

2. Consumers observe the levels of quality and disclosure. They decide then whether to

patronize the firm and, if they do, how much personal information they provide.

3 Consumers’ choice

We begin our analysis with the consumers’ problem. Having observed the firm’s quality
and disclosure levels, a consumer has to decide whether or not to patronize the firm and
how much information to provide the firm with if she patronizes it.

Let us first examine a consumer’s optimal level of information provision. Conditional
on patronizing the firm, a consumer chooses the amount of information she provides the

firm with so as to maximize her utility U (z, 6, ¢, d). Denote!3

Z(0,q,d) = argmaxU (x,0,q,d) .
z€[0,1]

To ease the exposition, we assume throughout the paper that

oV
a > sup— (1,
ngax( q)

and

ox

which ensures that, conditional on using the service, the amount of information that a

- OV
0 <inf—"-(0,9)

consumer provides to the firm is always interior (i.e., z € (0,1)).

The following lemma shows the effect of quality and disclosure levels on the amount of

personal information provided by consumers.

Lemma 1 (Comparative statics - Information amount) The amount of information pro-
vided by a consumer to the firm is decreasing in the disclosure level and the idiosyncratic

privacy cost parameter, and is weakly increasing in the quality level. More precisely,

0% 0
a7 (97Qad) = 52 - <0,
od 9% (2(0,q,d) ,q)
2This is likely to be the relevant case when we consider social media platforms. For in-

stance, Facebook has recently developed and introduced new sharing tools (including Facebook
Live video and the 7”On this day” feature) in an attempt to boost the sharing of orig-
inal personal content (for full story, visit https://www.bloomberg.com/news/articles/2016-04-07/
facebook-said-to-face-decline-in-people-posting-personal-content). This provides support for our as-
sumption.

13The existence and uniqueness of & (6, ¢, d) follows from the fact that U (x,6,q,d) is concave in  over the
compact set [0, 1].



0z d

an (evqad) = 52 - < 07
90 &Y (@(0,q.d),q)
and 95
X ~

Proof. See Appendix A. =

It is intuitive that the amount of information provided by consumers is decreasing in
the level of disclosure and in the value of her (idiosyncratic) privacy cost parameter. Both
an increase in the level of disclosure and an increase in the privacy cost parameter have
the same effect of raising the marginal privacy cost associated with information provision.
Thus, for any given level of quality, it is optimal for a consumer to reduce the amount of
information she provides. An increase in quality level raises the consumer’s marginal gross
utility from providing information. Holding the cost of disclosure fixed (i.e., at a given
level of disclosure), it is therefore optimal for the consumer to provide more information at
higher levels of quality.

We now consider the participation decision of a consumer. Denoting
U (0,q,d) = U (3 (0, q,d);0,0,d),
a consumer of type 6 chooses to patronize the firm if and only if'4
U (6,q,d) > 0.

The following lemma characterizes the demand for the service offered by the firm and shows

how it is affected by the levels of quality and disclosure.

Lemma 2 (Comparative statics - Demand). There exists é(q,d) € [Q,ﬂ such that a

consumer patronizes the firm if and only if

0 <0(qd).

Moreover, é(q, d) is weakly increasing in the level quality, and weakly decreasing in the

disclosure level. More precisely, the following expressions hold whenever é(q,d) € (Q, 0_) :

5, HEO00000)
dq 7 (9 (q,d),q,d)
and - -
%(q,d) - —9(‘2"1) <0.

Proof. See Appendix A. =
The above lemma tells us that consumers with (sufficiently) weak preference for privacy

patronize the firm while those with strong preference for privacy stay out of the market.

1 . .. . ..
“For technical reasons, we assume that a consumer who is indifferent between patronizing the firm does not
use the service.



Conditional on participation, consumers with stronger preference for privacy (higher 6)
incur higher privacy costs and derive lower gross utility from using the firm’s service.
This implies that the consumer’s utility from participation is decreasing in 6. Therefore,
consumers with (sufficiently) strong preference for privacy find it optimal not to patronize
the firm. It is straightforward to see why the demand (or the level of participation) is
increasing in the firm’s quality level but decreasing in its disclosure level. The overall
utility from patronizing the firm is increasing in its quality level (higher gross utility level
of the service) and decreasing in its disclosure level (higher privacy costs). Since a consumer
only patronizes a firm when she obtains a sufficiently high level of utility, the firm’s demand

is increasing in its quality level but decreasing in its disclosure level.

4 Private versus social incentives

We next examine the privately and socially optimal choice of quality and disclosure levels.
Let us first consider the private incentives to invest in quality and to disclose personal
information. The firm’s profit when consumers make their participation and information

provision decision optimally is

/’ (0,4,d) £ () d6 — C(q). (1)
0

From (1) it follows that the firm’s marginal net benefit from investing in quality is

0(q,d -
o / (0.0.0) £ 0)d0 + a5 5 (00.0).0.0) £ (D) - C'@) (2)
[

extensive margin effect

intensive margin effect

Lemma 1 tells us that the sign of the intensive margin effect is positive and Lemma 2
shows that the extensive margin effect is weakly positive. The intensive margin effect here
captures the impact of a change in quality level on the firm’s revenue via the change in
the amount of information provided by the consumers. A higher level of quality induces
consumers to provide more information, which increases the firm’s disclosure revenues.
Therefore, the intensive margin effect is positive. The extensive margin effect captures the
impact of the change in demand resulting from a change in quality on the firm’s profit.
Since the consumers’ utility is always (weakly) increasing in the level of quality (all else

equal), the firm’s demand is also always (weakly) increasing.



The marginal net benefit from increasing the disclosure level is

~ q

0(q, )
37" /‘ (60, q,d) wyw+m1/‘ (0,q,d) f(6)df
[} o

Rz

effect on the intensive margin

+m£i@@@%@f@@®)

effect on the extensive margin

Lemma 1 implies that the sign of the intensive margin effect is ambiguous, while Lemma
2 shows that the extensive margin effect is weakly negative. The sign of the intensive
margin effect is ambiguous because a change in the disclosure level generates two opposing
effects. An increase in the level of disclosure raises the firm’s disclosure revenues per unit
of information provided by consumers but reduces the amount of information provided by
the consumers at the same time.

Let us assume that II(.,.) is concave in both its arguments.'> The privately optimal
level of quality for a given level of disclosure and the privately optimal level of disclosure

for a given level of quality are defined as follows:'6

¢ (d) = argmaxTI (¢, d) ,
920

dM (¢) = argmax 11 (¢, d) .
defo,1]

The privately optimal levels of quality and disclosure is given by

(dM,JM) = argmax ﬁ(q,d).
¢>0, def0,1]

Let us now consider the social incentives for quality and information disclosure. The

social planner’s objective function is given by
W (g,d) =TI (g,d) +C5 (q.d)
where

Z (0,q,d) f () do.

5For a large part of the subsequent analysis we only need I (.,.) to be concave in each of its arguments.
16The existence and uniqueness of g™ (d) follows from the fact that IT (g, d) is continuous and concave in ¢ and

I (¢g,d) —+> —o0, while the existence and uniqueness of d* (q) follows from the fact that I (g, d) is continuous
q—) o0

and concave in d over the compact set [0, 1].

10



Hence, the social marginal net benefit from investing in quality is

- - 0(q,d) _
oW oIl ou 90 - ¢~ ;
= s 9/ Gy 0.0 f@do+ 0 (0(0.d).0.d) f (0(a.)) (3)
o 4y 09
- 7q+/ q(gz(e,q,d),q)f(e)d9+a—qU(e(q,d),q,d)f(9<q,d>)-
0

=0 by definition of 0(q,d)
>0

As compared to the firm’s marginal benefit of investing in quality, the social marginal benefit
contains an additional term that captures the positive effect of an increase in quality on
consumers. This implies that the social marginal net benefit from investing in quality is
greater than the corresponding private benefit.

Likewise, the social marginal net benefit from information disclosure is

. . 6(q,d) _
% _ ?Tg* / 8%<e,q,d)f<e)d9+%U(é<q,d),q7d)f(5(q7d>)
0
_ 0(g,d) -
_ 3@3_ / 992(0,q,d)f(9)d9+%(7<§(q7d),q,d>f(é(q,d))
A

=0

It is lower than the corresponding private marginal benefit of disclosure because the social
planner takes into account the negative effect of disclosure on the consumers’ utility.

Similarly, we assume that W (.,.) is concave in each of its arguments. The socially
optimal quality level for a given level of disclosure and the socially optimal disclosure level
for a given level of quality are defined as follows:!”

¢V (d) = argmax W (g, d)
q>0

dV (¢) = argmax W (¢,d)..
de[0,1]

We now compare the socially and privately optimal level of quality for a given level
of disclosure and the socially and privately optimal level of disclosure for a given level of
quality. The comparison of ¢™ (d) and ¢"V (d) is useful for the analysis of the ex ante regu-
lation of information disclosure that we consider in the next section, while the comparison
of dM (¢q) and d" (q) is key to understanding the effect of an ez post regulation of disclosure
in the corresponding extension.!® The two aforementioned comparisons are provided in the

"The existence and uniqueness of ¢" (d) follows from the fact that W (g, d) is continuous and concave in g

and W (q,d) —+> —oc0, while the existence and uniqueness of d" (g) follows from the fact that W (g, d) is
qg——+oo

continuous and concave in d over the compact set [0, 1].

8The comparison of the socially and privately optimal pair of quality and disclosure levels is not necessary
for the policy analysis and is therefore omitted.

11



following two lemmas. In both cases, the results stem from the fact that the monopolist

does not internalize the effects of its choices on consumers.

Lemma 3 (Under-provision of quality) For a given disclosure level, the monopolist under-

provides quality from a social welfare perspective: g™ (d) < ¢V (d).
Proof. See Appendix A. =

Lemma 4 (Ouver-disclosure of information) For a given quality level, the monopolist over-

discloses information from a social welfare perspective: d™ (q) > d" (q).

Proof. See Appendix A. =

5 FEx ante regulation

In this section we investigate the social desirability of a policy whereby an authority regu-
lates the information disclosure level ex ante (i.e., before investment in quality is decided by
the firm). More specifically, we study the decision of a social-welfare-maximizing regulator
whose only instrument is a cap on the disclosure level.

Consider the following game:

- First, the regulator decides whether to impose a cap for the disclosure level, and sets
the value of that cap d if it does so.

- Second, the firm decides on its disclosure and quality levels.

- Third, consumers decide whether to patronize the firm and how much information to
provide if they do.

Let us first analyze the firm’s behavior for a given regulator’s choice. The firm’s optimal
disclosure level maximizes II (qM (d), d) subject to the constraint d < d. If d > d™, then
the constraint is not binding, which means that the firm’s decision will be the same as in
the unregulated scenario. If d < d™ | however, the constraint is binding. From the concavity
of II (qM (d) ,d) with respect to d, it then follows that the firm will choose d = d.

In the first stage, the regulator seeks to maximize

6(4 (d),d)

W (d) =W (¢™(d),d) =11 (¢™(d).d) + / U (0,4 (d).d) f(0)df.
0

Assume that W (.) is concave and denote

dV = arg maxW (d).
de[0,1]

Given the firm’s behavior (and the concavity of W (.)), the regulator finds it optimal to set
a cap (and the optimal cap is then d = a?W) if and only if dW < dM . This is equivalent to

o
od T
d



whenever dV < 1, which we assume to hold hereafter. Using the Envelope Theorem, we

have
oW on O a6 agM o0
S = %(qM(d),d)Jr / aq(e,qM(d),d)gd+ad(9,qM(d)7d)]f(9)d9
/
| 200 (0 ) 0" @, ) 1 (30 0, )
] wd)
- (:)Tg(qM(d),d)Jr / {%‘q/ (az(e,qM(d)vd%qM(d))aaqj—9f(97qM<d>’d)}f(9)de'

[4

Evaluating this at d = d™ and using the fact that ¢ = ¢ (dM ) yields

A _ é([ikI’dNAl)
LA R (0
od| ., ~ad (¢, a")+ / [aq( (0.0, a") ") 5 o 0z (0.6M,d")| 1 (0) o
—gM —_— ——
=0 Q
or, equivalently,
. é(q]VI)d"]VI) é(nyd"J\l) o
ow _ - M M ov . v v\ v 94
o / 93:(9,q .d )f(e)do— / a—q(x(e,q .d ),q )Wd:wf(a)de.
d=d™ [ [
direct effect indirect effect

This shows that a (marginal) decrease in the disclosure level starting from the unregulated
level has two effects: a direct effect on the privacy costs incurred by consumers (keeping the
quality level constant), and an indirect effect capturing how a decrease in the disclosure level
alters the firm’s quality choice. The direct effect is always positive because there is over-
disclosure by the firm from a social perspective, while the sign of the indirect effect depends
on whether the firm’s quality choice increases or decreases in response to the reduction
in disclosure level. Since the firm under-provides quality from a social perspective,social
welfare is increasing in quality level at the unregulated equilibrium. Therefore, the indirect
effect is weakly positive if the firm weakly increases its quality level when disclosure level
is decreased; i.e., if

agM

<0.
od 0

d=dM

In this case, the overall effect of setting a disclosure cap on social welfare is unambiguously
positive. However, if
agM

ad >0

d=dM

then the indirect effect is negative and, therefore, the overall effect of a disclosure cap is
a priori ambiguous. The following lemma relates the effect of a change in disclosure level

on the firm’s optimal quality level to the cross-effect of quality and disclosure on the firm’s
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profit.

Lemma 5 (Effect of the disclosure level on quality) If ¢™ (d) # 0, then

0¢"  Sa (¢V(d).d)
od ~ZH (gM(d),d)

Proof. See Appendix A. m

From Lemma 5, we see that the effect of a change in disclosure level on the firm’s choice
of quality has the same sign as the cross-effect of quality and disclosure on the firm’s profit.
The intuition behind this result is straightforward. If the marginal benefit of investing in
quality is increasing in the level of disclosure, the firm will invest more at higher levels of
disclosures.

We now study the sign of the effect of a change in disclosure level on quality, which
in turn determines the sign of the indirect effect of a disclosure cap. To simplify the
analysis, we assume that the function v(z, ¢), that captures the complementarity between

information and quality, is constant:

Yy(w,q) =

for any (,q) € [0,1] x [0, +00).19

We first focus on the scenario in which the market is fully covered for any levels of
quality and disclosure (and hence, there is no extensive margin effect from a change in
quality level). We then extend the analysis to the scenario in which the market is not fully

covered.

5.1 Full market coverage

Suppose that K < V(0,0). Under this assumption, the consumer’s utility level when she
is providing information optimally, U (0,q,d), is strictly positive for all types 6 € [Q, ﬂ at
any given levels of quality and disclosure.?’ Therefore, the market is fully covered for all
levels of quality and disclosure.?!

Consider the firm’s optimal choice of quality for a given level of disclosure. The firm’s
marginal benefit from investing in quality is given by (2), with the term capturing the effect

of disclosure on the extensive margin effect equal to zero (due to full market coverage).

9This amounts to restricting our attention to the class of gross utility functions V(z, q) for which there exists
a real number +, a twice continuously differentiable function g(.), and a continuously differentiable function h(.)

such that

V(z,q) = g(q) + /h(u —vq)du.

*9This follows from the fact that U(6,q,d) > V(0,0) — K for any 6 € [0,0] and any levels of quality and

disclosure.

2The assumption that K < V(0,0) is sufficient but not necessary for a large part of our analysis. For many
of results that we derive, it suffices that the unregulated market (i.e., when (¢,d) = (¢™,d™)) is fully covered.

The necessary condition for full coverage at (§™,d™) is K < V(#(0,¢™,d™), ™) — 0d™ z(0, ¢, d™).
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Substituting g—ﬁ by its expression in Lemma 1, we obtain

o ,
87(] =rdy — C'(q).

The marginal benefit of investing in quality is weakly positive when evaluated at g = 0:

This implies that the firm’s optimal choice of quality level for a given level of disclosure,
g™ (d), satisfies the first-order condition

on

afq(qM(d),d) =0

for all levels of disclosure. From Lemma 5, we know that the sign of the effect of a change in
disclosure level on the firm’s choice of quality level is the same as the sign of the cross-effect

of quality and disclosure on the firm’s profit. Under full market coverage,

91

m (qM(d),d) =T,

which is weakly positive since v > 0. Therefore, the firm’s optimal level of quality is weakly

increasing in the level of disclosure. The next lemma summarizes the analysis above.

Lemma 6 (Effect of the disclosure level on quality under full market coverage) The firm’s
optimal choice of quality for a given level of disclosure, g™ (d), is weakly positive and weakly

increasing in the level of disclosure; more precisely, %’—dM = m for all d € [0,1].

The intuition behind the above lemma is as follows. The marginal benefit from investing
in quality arises from the complementarity between quality and information. Consumers
provide more information when the firm’s service is of better quality; consequently, the firm
obtains higher revenues from disclosure. Further, the firm benefits more from this increase
in information provision when it is disclosing a larger share of consumer information (i.e.,
at higher disclosure levels). The firm’s investment in quality is therefore increasing in the
level of disclosure.

One direct implication of Lemma 6 is that a disclosure cap would lower the level of
quality chosen by the firm. This means that there exists a trade-off between privacy and
quality (at the unregulated equilibrium) — an increase in the level of privacy (lower d)
results in decrease in level of quality. Moreover, observe from Lemma 6 that this reduction
in quality level is larger the stronger the complementarity between quality and information
provision.

Consider now the regulator’s problem. Recall from the preceding discussion that it is
optimal for the regulator to set a disclosure calj)wif and only if dV < aM , or equivalently,

aw dq

oy .. .
od | y_gur > 0. From Lemma 6, we have BT | gu = T@D This implies that the

social marginal benefit of decreasing the disclosure level, evaluated at d = aM , can thus be
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expressed as follows:

ov

37](5:(9, g™, dM), g™ f(6)de.

C//(QM)

0
/ 0,6, d™) f(6)do — —)
d]W Q

‘%\cc.

Since M, d™ and Z(6, .,.) also depend on 7, it is unclear how the expression above depends

on v. However, denoting

8W
7(r) = sup {7 >0 ==

SOforaH’ygvl},

d=dM

we obtain that a cap on the disclosure level is socially desirable when v < 4(r). Using the
fact that %—Vg g is continuous in v and (strictly) negative for v = 0, we have () > 0.
Thus, a cap on the disclosure level is socially desirable whenever the complementarity

between quality and information is not too strong When quality and information are

is ambiguous and,

sufficiently strong complements (i.e., v > 5(r)) , 8d g
therefore, so is the impact of a disclosure cap on social welfare.?? Intuitively, the stronger the
level of complementarity between quality and information, the larger the trade-off between
privacy and quality. The decrease in social welfare due to the reduction in quality (the
indirect effect) may offset the increase in welfare resulting from the reduction in privacy
costs (the direct effect). Consequently, the impact of the cap on social welfare may be

ambiguous. The following proposition summarizes the above discussion.

Proposition 1 (Social desirability of an ex ante disclosure cap under full market coverage)
When the market is fully covered, an ex ante requlation taking the form of a disclosure
cap is socially desirable if quality and information are sufficiently weak complements (i.e.,

v < (7)), and has an ambiguous effect on social welfare otherwise.

We now examine the level of the disclosure cap chosen by the regulator, provided that
a cap is indeed socially desirable. The regulator finds it optimal to set a disclosure cap at
zero whenever the marginal social benefit of disclosure is weakly negative when evaluated
at d = 0. We have that

ow| ol o . u oqM oU ,,
od ~ ad ( (d):d) / Biq (97 ( )ao) “od 5 + od (‘9’(1 (0)70) f(@)d@
d=0 d=0 =0 —
>0 - <0

Using the results from Lemma 6 and the fact that ¢* (0) = 0,

0 0 0
— 7 [ #6,0,0)£(0)d0 + — #(0,0,0),0)£(0)d0 — [ 0F(6,0,0)f(6)do.
[rovorows ot [ /

d=0

22Note that it is a priori possible that 7(r) takes an infinite value. In this case, ex ante regulation would be
socially desirable whatever the level of complementarity between quality and information.



Since the second term in the above expression is always positive, the marginal social (net)
benefit of disclosure is positive at d = 0 (and therefore it is socially optimal to allow for
a positive level of disclosure) when r exceeds the “welfare-neutral” value of information at

(g,d) = (0,0),2* which is given by

07(6,0,0)£(0)do

—

#(0,0) =
#(6,0,0)£(6)do

53
1D — o

When r < 7(0,0), the regulator only finds it optimal to set a positive level of disclosure if v

is sufficiently high, such that the marginal social benefit of disclosure at d = 0 is positive;

ie. 2t

ooy § 6 ~TIE6.0.0176)d0

r

=(r).

v >
9¥.(#(6,0,0),0) f(6)do

q

D — o 1D

Figure 1 provides a graphical illustration of the above discussion.
The following proposition sums up our results on the socially optimal value of the

disclosure cap.

Proposition 2 (Socially optimal disclosure cap under full market coverage) When the
market is fully covered, the socially optimal value of the disclosure cap (when a cap is

desirable) is
- always positive when r > 7#(0,0);

#3Unlike in traditional welfare analysis where the price of product/service represents a (welfare-neutral) trans-
fer of surplus from the consumers to the firm, the “price” (i.e., the privacy costs) paid by the consumers and
the “price” received by the firm (i.e., 7) in our model may not coincide. The social welfare in our model can be

expressed as follows:

Wi(g,d) = [ V(2(6,q,d),q)f(0)d0 — C(q) + d/[(?“ — 0)Z(0,q,d)]f(0)do,

\%\%‘

where the third term in the expression captures the potential non-neutrality of the transfer of surplus between
the consumers and the firm. For any given (g, d) € [0,400) x [0, 1], the value of information r is “welfare-neutral”
if it sets this term to zero. Let #(g, d) denote the “welfare-neutral” value of r. It is given by

[0%(6, q,d)] f(6)do

=gy

rA(q7 d) =
z(0,q,d) f(6)do

e —

24Note that the RHS of this inequality does not depend on ~. To see why, recall from footnote 5 that the
gross utility functions V(.,.) for which ~(.,.) is constant are such that V(z,q) = g(q) + | h(u —vq)du. It is then
0

straightforward to show that #(0,q,d) = vq + h™* (fd)and, in particular, that #(0,0,0) = h™* (0). Moreover,
%—Z(:c,q) =9¢'(q) — v [ W' (v — vq)du, which implies that %—‘;(:E(G,Q 0),0) = ¢'(0) — vh(R™" (0)) = ¢'(0).
0
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Figure 1: Optimal cap on the disclosure level under full market coverage

- positive if and only if v > y(r) when r < 7(0,0);
- zero otherwise.

5.2 Partial market coverage

We now consider the case where the demand for the service is positive but the market is
not fully covered when disclosure is not regulated, i.e., § < 6 (ch , M ) < 6.
From expression (2) and Lemmas 1 and 2, it follows that the firm’s marginal (net)

benefit from investing in quality is

“;1;[ = (B0.0) +r5 (2 (0@ 0d).0) 1 (Fad)-Cla @
intensive margin effect extensive margin effect

where F'(.) is the cumulative distribution function of 8. This implies in particular that

AL~ e 60a) s G (00ed 1) -
N >0

Let us now consider the effect of the disclosure level on the firm’s optimal choice of

quality, which determines the sign of the indirect effect of a disclosure cap. Differentiating
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expression (4) with respect to d yields?®

o211 _ 0 . (= oV ., [~
940d = ryF (0 (q,d)) —|—7‘d’y%f (0 (q,d)) +7’67q% (9 (q,d))
- PV |0x00 0
+rf (0 (q,d)) 0q0x 96 dd + 8(1] '

From the expressions of %, % and g—g provided by Lemmas 1 and 2, it follows that

0300 0% _
800d  od
and, therefore
0*11 . a0 , (= oV o, /-
9000 — ryF (9 (q,d)) +rdysof (0 (q7d)) + 75 9d (9 (q7d))- (5)
=A =B =C

Term A + B shows how the intensive margin effect of investment in quality depends on
the disclosure level. More specifically, term A captures the effect of an increase in the
disclosure level on the marginal benefit from investing in quality for a given demand for the
service. This is the only term that appears in our analysis under full market coverage (where
6 (q,d) = 0), and its sign is positive whenever v # 0. Under partial market coverage, the
magnitude of the intensive margin effect is also affected by the drop in demand resulting
from an increase in the disclosure level. This effect is captured by term B which is negative
whenever v # 0. Finally, term C shows how the extensive margin effect of investment in
quality depends on the disclosure level. Since the extensive margin effect is proportional
to the density of consumers at the margin, and because an increase in the disclosure level
leads to a decrease in demand, term C is positive (negative) if the density function is locally

decreasing (increasing). Using Lemmas 1 and 2 again, we can rewrite (5) as

9211 9(q,d)f(9(q>d)) oV 0(q.d) ., /-
) S e GO G

C

A+B

This shows that the impact of the disclosure level on the intensive margin effect of in-
vestment in quality depends on the elasticity of the cumulative distribution F'(.), while its
impact on the extensive margin effect depends on the convexity/concavity of F(.). More

precisely, we have the following result:

Lemma 7 (Impact of the disclosure level on the intensive and extensive margin effects)

- If F(.) is relatively inelastic (elastic), i.e., %(g)) <1 (> 1), then the impact of the

disclosure level on the intensive margin effect of investment in quality is positive (negative).

25For notational convenience we drop the arguments of E(ZT‘; (q, T (5 (g,d),q, d)) and % (q, T (5 (g,d),q, d))
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- If F(.) is convex (concave), then the impact of the disclosure level on the extensive

margin effect of investment in quality is negative (positive).

The elasticity of F(.) can be related to the shape of the demand for the service, while
the second derivative of F'(.) can be related to the shape of the derivative of demand with
respect to quality. More precisely, in Appendix B, we show that the elasticity of F(.) is
equal to the elasticity of the demand for the service with respect to the disclosure level,
holding the amount of information constant. We also show that the convexity/concavity
of F(.) can be related to the elasticity of the marginal effect of quality on demand with
respect to the disclosure level (again holding the amount of information constant): the
latter is greater (less) than 1 if F(.) is convex (concave).

Lemma 7 suggests that we should distinguish between four scenarios. However, there
are only three possible scenarios because the elasticity of F(.) is always greater than 1 if

F(.) is convex. To see why, notice that

0f(6) _
7F(0)71+ F ) > 1

if f(.) is increasing. Before stating the main result of this section, let us consider two special
cases for which we can sign easily the (overall) effect of the disclosure level on the marginal
effect of investment in quality. The first one is when the distribution of the privacy cost
parameter is uniform (i.e., F(.) is linear). In that case, the disclosure level has no impact on
the extensive margin effect, and the intensive margin effect increases in the disclosure level
whenever v # 0. The second scenario of interest is the limiting case in which quality and
information are independent (i.e., v = 0). In that case, the intensive margin effect is zero
whatever the disclosure level, and the extensive margin effect is increasing (decreasing) in
the disclosure level if F'(.) is concave (convex).

Using Lemmas 5 and 7 and the observations above, we get the following results in the
(interesting) scenario where G is positive.26 First, if F'(.) is (weakly) convex then the effect
of the disclosure level on quality is negative (whenever v # 0). This implies that, in this
case, the regulator can induce a higher quality effect by setting a disclosure cap. Second, if
F(.) is concave and relatively inelastic then the effect of the disclosure level on quality is
positive. Third, if F(.) is concave and relatively inelastic, then the effect of the disclosure
level on quality is positive if quality and information are weak complements (by continuity
at v = 0), and is ambiguous otherwise.

The following proposition sums up the above discussion.

Proposition 3 (Effect of an ex ante disclosure cap on quality under partial market cover-
age) Assume that the market is partially covered and quality is positive when disclosure is

not requlated.

26Tf the firm does not invest at all in quality when the disclosure level is not regulated, i.e., g = 0, then the
effect of a disclosure cap on quality can only be weakly positive, which implies that the effect of a disclosure cap
on social welfare is positive.
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- If F(.) is (weakly) convex then the effect of a disclosure cap on quality is positive
(whenever v #0).

- If F(.) is concave and relatively inelastic then the effect of a disclosure cap on quality
18 negative.

- If F(.) is concave and relatively elastic then the effect of a disclosure cap on quality is

negative, if quality and information are weak complements, and is ambiguous otherwise.

This proposition shows, unlike in the case where the market is fully covered, that a
disclosure cap can have a positive effect on quality when the market is partially covered.
Intuitively, this is because the reduction in disclosure level has an additional effect of boost-
ing demand when the market is not fully covered. This expansion in demand may lead to an
overall increase in the marginal benefit of investing in quality, and hence raises the quality
level chosen by the firm. In other words, there may be cases (as presented in the propo-
sition) where there is no trade-off between more privacy and higher quality. Combining
Proposition 3 with the fact that the direct effect of a disclosure cap on social welfare is
always positive,2” leads to the following result about the social desirability of a cap on the

disclosure level.

Proposition 4 (Social desirability of an ex ante disclosure cap under partial market cov-
erage) Assume that the market is partially covered when disclosure is not regulated.

- If the distribution of the idiosyncratic privacy cost exhibits a weakly increasing density
function (i.e., F(.) is weakly convex) then a disclosure cap is socially desirable.

- If the distribution of the idiosyncratic privacy cost exhibits a decreasing density func-

tion (i.e, F(.) is concave) then a disclosure cap has an ambiguous effect on social welfare.

Thus, when the market is partially covered, a disclosure cap may be socially desirable
even if quality and information are very strong complements. In particular, this is always
the case if the density of the idiosyncratic cost is increasing, as this ensures that both
the intensive and extensive margins of investment in quality are positively affected by a

disclosure cap.

6 Extensions

6.1 Consumer-surplus-maximizing regulator

In the analysis of the ex ante regulation presented previously, we considered the decision
problem of a regulator who seeks to maximize social welfare, which is given by the sum of
the firm’s profit and consumer surplus. We now examine the case where the regulator is
a consumer protection agency, whose objective is to maximize consumer surplus. Suppose

that we are in the scenario of full market coverage. The agency seeks to maximize

[
CS(d) = CS(q / U(6,¢™(d),d)f (6) db.
0

2"This implies in particular that a disclosure cap is always socially desirable if ¢ = 0.
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which we assume to be concave in d. Let d° denote the consumer-surplus-maximizing
level of disclosure under ex ante regulation. As in the case of a social-welfare-maximizing
regulator, a cap on disclosure is desirable from the perspective of the consumer protection
agency if and only if d° < dM. When a cap is desirable, the optimal value of the cap is
d° = d°.

Let us first investigate the desirability of imposing a cap on disclosure from the per-
spective of the consumer protection agency. A cap on disclosure is (strictly) desirable if the

marginal benefit of disclosure to the consumers is negative when evaluated at d = M ; l.e.,

_ 0 - -

aCs U /. i v\ OgM U /v =~

—_— = = (0,¢™M dM) =— — (0,™, ™ 6)do < 0.

o |, . /aq(’q’ ) d:@ﬁad(’q’ )| £©d0 <0
= 9 _— —m——

<0

Observe that this condition is identical to the one under which a disclosure cap is desirable
for a social-welfare-maximizing regulator. This is due to the fact that d™ maximizes the
profit of the firm and hence the marginal benefit of disclosure to the firm at d = d™ is
zero. Consequently, setting a cap on disclosure is desirable from the consumer protection
agency’s perspective if and only if it is socially desirable to do so.

Let us now assume that setting a disclosure cap is socially desirable and compare the
optimal cap dW for a social-welfare-maximizing regulator and the optimal cap d© for a
consumer-surplus-maximizing regulator. Since the disclosure cap is socially desirable, i.e.,
dV < dM, and 11 (qM (d) ,d) is concave with respect to d then

on —
S (qM(dW)7dW) >0
Therefore,
oCS _ v <0
ad R od T
—dw d=dw

where the second inequality is strict if and only if " = 0. From the concavity of 6?() it
then follows that
d° < dv.
The next proposition summarizes the above results.
Proposition 5 (Consumer-surplus-mazimizing vs socially optimal ex ante disclosure cap)
(i) An ex ante regulation taking the form of a disclosure cap is desirable for a consumer
protection agency if and only if it is socially desirable.

(i) When such a requlation is desirable, the optimal disclosure cap from a consumer

protection agency’s perspective is (weakly) lower than the socially optimal disclosure cap.

6.2 Fx post regulation

We now investigate the effect of an ex post regulation of the disclosure level on investment
in quality. More precisely, we consider the following game:

- First, the firm chooses its quality level.
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- Second, the regulator decides whether to set a cap on the disclosure level.

- Third, the firm sets its disclosure level.

- Fourth, consumers decide whether to patronize the firm and, if they do, how much
information to provide.

Note that in this scenario, the regulator will always find it optimal to set a cap d = d" (q)
on the disclosure level because d"V (¢q) < d™(q) for any quality level q. Moreover, the firm
will always choose to set its disclosure level equal to the cap (because its profit is concave).
Let us now consider the firm’s choice of quality at the first stage of the game. The firm

maximizes

[I(q) = I (¢,d" () -
Assume that I1(.) is concave and denote

M _

q arg maxf[(q)

q=0

the firm’s optimal choice of quality. We focus on the case where the firm invests in quality
when the disclosure level is not regulated (i.e., ™ # 0). FEx post regulation has a nega-

tive (positive) effect on quality if M is less (greater) than ¢ . Since II(.) is concave and
ol

5o = 0, we have the following equivalence:
q q=¢M

M < M ol

o <0
dq =
q=

qM

Differentiating II with respect to ¢ and evaluating it at ¢ = ¢ yields

o1l

oy _ ol
dq

MW =M @ w94
= 5g @147 @) + 55 (@.dY@) 5|

q=GM q9=9q
direct effect

strategic effect

The direct effect is the only effect that would exist if the regulator committed ex ante
to a disclosure cap equal to d"V (¢™). The strategic effect captures how the firm adjusts
its quality level to favorably influence the regulator’s decision when the disclosure cap is
decided ez post.

Let us consider first the term 38—1[_11 (QM ,dV (gM )) capturing the direct effect. We have

o, _ N om N oI _
=0
and, therefore,
ot D e
Ol oM WMy ~M
9a (@, d" (@) 90d (", u) du. (7)
dW((il\l)

Hence, the sign of the direct effect depends on the sign of the cross-effect %' If this
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cross-effect is positive (negative) then the direct effect is negative (positive).

Let us now examine the term ‘3—13 (ch, dW((jM)) %‘ . which captures the strategic
a=q

effect. Since d"V (¢M) < dM(g™) and %ng < 0 then

ol M W =M
— ,d >0
5q @ @)
and, therefore, the sign of %—Z{ ((jM, dW((jM)) % et is the same as the sign of &g—w —rt”
Differentiating
oW
dV(g)) =0
@ d" (@)
with respect to ¢ yields
2717, ~ ~
odW G (@4 (@) @)
04 lg=gre G (@1,dV (M)
Since E’gg < 0, the sign of the strategic effect is the same as the sign of %gg (Q'M, av (E]’M)) .

Hence, the effect of ex post regulation on quality depends not only on the cross-effect of
quality and disclosure on the firm’s profit (as in the case of ex ante regulation) but also on
their cross-effect on social welfare.

Let us focus hereafter on the full market coverage scenario. In that case, we know that
the firm’s optimal quality choice ¢M when disclosure is not regulated is weakly positive. We
have already shown that, under full market coverage, % is weakly positive. Therefore,
from (7), we know that the direct effect of ex post regulation is weakly negative. Moreover,

the cross-effect of quality and disclosure on social welfare is given by

02U
dqdd

w0 (g.d) +
9¢od ~ 9god

(0,q,d) f (6) dO

Kb\tm

g
m—/%ﬂ@w
9

= (r—E@©))

Combining this with (8) implies that the effect of quality on the disclosure cap % .
=q

has the same (opposite) sign as v when r > E(6) (r < E(0)). Thus, the strategic effect of

ex post regulation is negative (positive) if r is below (above) E(f). We can then conclude

that the overall effect of ex post regulation on quality is negative (ambiguous) if r is below
(above) E(0).

Proposition 6 (Effect of an ex post disclosure cap on quality under full market coverage)
The effect of an ex post disclosure cap on quality is negative if the value of information r

is less than the average privacy cost E(0), and is ambiguous otherwise.
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7 Discussion

7.1 Alternative interpretation of the model

In our analysis, we interpreted the consumer’s input, z, as the amount of information that
a consumer provides to the firm. This interpretation is appropriate when considering a
matching website, where each user decides on the preferences she reveals, or services in-
volving user-generated content, where each user decides on the amount of content to share
(for example, on a social media platform). This interpretation may, however, be less suited
to other forms of Internet services, such as email and search. In these contexts, consumers
do not directly supply information to the firm; instead, information is generated as a result
of their use of the firm’s service. The relevant consumer choice variable (and hence the ap-
propriate interpretation of ) is therefore usage intensity, rather than information provision
level. Correspondingly, «, which formerly captured the cost of providing information, can

be interpreted more generally as the variable opportunity cost of using the firm’s service.

7.2 Positive surplus for buyers of personal information

We assumed in our baseline model that the firm was able to appropriate all the surplus
generated by a transaction with a buyer of personal information. Let us relax this assump-
tion by allowing third parties buying personal information to capture a positive share of
that surplus. More precisely, let us assume that the unit price of personal information is
Br, where § € (0, 1].

The firm’s profit function in this variant of our model can be derived from the one in
our baseline setting by replacing r with Sr. This implies in particular that the effect of a
disclosure cap on firm’s choice of quality is qualitatively the same as in the baseline model.
More precisely, Lemma 6 holds if we replace r with Sr, and Proposition 3 holds in its
current formulation (as it does not depend on 7).

That said, when it comes to the effect of a disclosure cap on social welfare - defined as
the sum of the firm’s profit, the third parties’ surplus and consumer surplus - it becomes
more complicated to derive unambiguous results in the current setting. To see why, consider
first the direct effect of a marginal decrease in the disclosure level (starting from the firm’s
optimal disclosure level); that is, the effect for a fixed quality level and a fixed amount of
information provided by consumers. In our baseline model (i.e., 8 = 1) this effect is always
positive. However, when the surplus of third parties buying personal information is positive
(i.e., B < 1), this need not be true: a decrease in the disclosure level still leads to an increase
in consumer surplus (through a decrease in privacy costs), but it also leads to a decrease
in the surplus of third parties buying personal information from the firm. Let us consider
now the indirect effect of a marginal decrease in the disclosure level. In our baseline model,
this indirect effect was solely driven by the effect of a decrease in the disclosure level on
quality. In particular, the sign of the indirect effect of a disclosure cap is the same as its
effect on quality. This may not be true when the surplus of third parties is positive, which
substantially complicates the analysis. The reason is due to the presence of a new indirect
effect, which is associated to the (positive) effect of the disclosure cap on the amount of

information provided by consumers. This implies that when the two indirect effects do not
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have the same sign (which is the the case when a disclosure cap has a negative effect on

quality), and the sign of the overall indirect effect depends on their relative magnitudes.
Finally, notice that if the regulator maximizes consumer surplus, allowing buyers of per-

sonal information to make a positive surplus does not affect the desirability of a disclosure

cap, as long as r is replaced with Sr in our baseline setting.

7.3 Substitutability between quality and information

For many Internet services, it is natural to think of the firm’s quality level and the consumer
information provision level as complements (i.e., v > 0): the better the quality of a firm’s
service, the higher the level of usage or information provision by the consumers. There
may also be cases, however, where the firm’s quality level and the consumer’s information
exhibit substitutability (i.e., v < 0). User authentication is one such scenario. Interpreting
the firm’s quality level as its ability to verify its user identity without the use of personal
information provided by the consumer,?® the higher the firm’s quality level, the lower the
consumer’s utility from providing additional pieces of personal information (phone number,
secondary email address, etc.) for authentication purposes.

Note that when quality and information are substitutes, an ex ante cap on the level
of disclosure is always socially desirable under the full market coverage scenario. There is
no trade-off between privacy protection and quality provision in this case because the firm
never invests in quality. When the market is partially covered, however, a trade-off between

privacy and quality may also exist in the substitutes case.

8 Conclusion

In this paper, we study the impact of privacy regulation - specifically, a cap on data disclo-
sure - on a monopoly’s incentives to invest in the quality of its service and on social welfare.
We find that the impact of a reduction in disclosure level on the monopolist’s optimal choice
of quality is negative when the market is fully covered, and depends on the distribution
of the consumers’ idiosyncratic privacy cost when the market is partially covered. Under
full market coverage, a cap on the disclosure level is socially desirable when the degree of
complementarity between quality and information is not too strong. Under partial market
coverage, a cap is desirable when the distribution of the consumers’ privacy cost exhibits a
weakly increasing density. As extensions, we also analyzed the case where the regulator’s
objective is consumer surplus maximization and the scenario of an ex post regulation.
Our analysis suggests that it is important for regulators to determine if the market is
fully covered when deciding on whether to set a disclosure cap, since the considerations
to be taken into account differ under the two settings. The full market coverage scenario
is likely to apply for more mature markets. These markets are typically characterized by
high rates of penetration, implying that any demand expansion effect that may arise from
an increase in quality or decrease in disclosure levels would probably be insignificant. The

partial market coverage scenario, by contrast, would be more relevant when considering

28For example, the firm could make use of the IP address or geographical location to assess if a login attempt
is potentially fraudulent.
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younger markets (e.g. for new services). Demand is likely to be responsive to changes in
quality and disclosure in these markets. Therefore, one practical implication of our analysis
is that regulators should pay attention to the degree of complementarity between quality
and information in mature markets and to the distribution of privacy costs in younger
markets when deciding on whether or not to impose a disclosure cap.

In addition to a disclosure cap, another privacy regulation that can be explored in
our framework is the taxation of disclosure revenues. The taxation of digital monopoly
platforms have been studied by Bloch and Demange (2016) and Bourreau et al. (2016);
however, neither papers consider the impact of taxation on the quality level of the firm.
A (unit) tax on the monopolist’s disclosure revenues would translate to a reduction in the
value of information in our model. Since this reduction affects both the optimal quality
and disclosure levels of the firm, the desirability of a tax on disclosure revenues is a priori
ambiguous.

Finally, our model may also be interpreted more generally than one of privacy and
quality. For example, the value of information can be thought of (more broadly) as the value
that the firm derives from the exploitation of consumer data.?? Correspondingly, the level
of disclosure could instead be interpreted as the degree of data exploitation and the privacy
cost parameter as a more general parameter reflecting the cost of sharing information.
One can even take a step further and consider other types of inputs (besides quality level
and personal information) that a firm and the consumers may provide. For instance, the
firm could invest in the security level of its service and the consumers could provide time
or attention rather than personal information. The interpretation of the consumers’ cost
parameter (which captured the intensity of privacy preferences in the case of information

provision) would then change depending on the input that we are considering.
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A Appendix: Proofs

Proof of Lemma 1

Differentiating
au . ov ,_
67 (m(aaQ7d) 79aQad) - % ($(97Q7d) 7(1) - (a+0d) =0

with respect to d yields

o?V z

W(‘x(aaqu)7Q) %(eaqu) —-60=0
and, therefore,

07 4

a7 (67 q, d) = a2 ~ <0

Differentiating (9) with respect to 6 and ¢ leads to

0% d

7(07q7d): 2 - <0
90 oY (@(0,q.d),q)
- %V (=
or m($(97q7d),9) -
7(67qad)__ 2q ~ :7($(97q7d)7Q)
aq ZV (7 (0,q,d) )

Proof of Lemma 2

Since U (z, 0, g, d) is decreasing in 6 then U(0,q,d) = m{g}i]U (2,0,q,d) is decreasing in
xe|0,

0 (by the Envelope Theorem). Therefore, there exists 0 (¢, d) € [6,6] such that

U(0,q,d)>0<=0>0(qd)

Moreover, differentiating

U(é(q,d),q,d) =0
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with respect to ¢ and d, and using the Envelope Theorem, we get that

~ au ou oV
9 _ 9q oq dq

00 _ 50 _ oy _
o0 55 % ai(0(gd),q.d)

N AU

a7 7~ U
od %/ Se d

Proof of Lemma 3
The result follows directly from the fact that
dq ~ 9q

and the concavity of IT and W with respect to g.
Proof of Lemma 4
The result follows directly from the fact that
o _ OW
R > [
ad od
and the concavity of IT and W with respect to d.

Proof of Lemma 5
Assume that ¢™ (d) # 0. Then, by continuity, g™ (d') # 0 for d’ sufficiently close to d.
Therefore, or d’ sufficiently close to d, ¢™ (d') is an interior solution given by the first-order

condition R
ot
dq

Differentiating this with respect to d’ and evaluating it at d’ = d yields

(qM(d’),d’) =0

I, 5, ogM 921, 4, B
qu(q (d)7d)ﬁ+8q6d (q (d)vd)_o

which leads to the result.

B Appendix: Elasticities

Denote

9

V(l’,q) =V (xaq) —ar

The demand addressed to the firm when the amount of information is chosen optimally by

consumers is
V(2 (0(0d).0.d),q) - K ;
dz (é (¢.d),4q, d)

D(q,d)=F (é(q,d)) = F | min
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Consider the following function:

D(z,q,d)=F (min <W79>> ,

which can be interpreted as the demand addressed to the firm if all consumers using the

service (are required to) provide the same amount of information z. Note that

D(g.d) = D( (0(g,d),q.d) .q,d).

The elasticity of D(x, q,d) with respect to d is (in absolute value)

d% B dd% V(x,z)—Kf (\“/(xlg—K) B x”/(x;lqz)—Kf (V(x;lqz)—K)
D F (\v/(a:,dqz)fK) B F (\“/(ng%K)

whenever D(z,q,d) € (0,1). In particular, under partial (positive) market coverage,

oD 0(q.)f (0(a.d))

_d 94

= (0(q,d).q.d) F (é (g, d>>

which shows that the elasticity of demand holding the amount of information constant
(at the level of the marginal consumer) is the same as the elasticity of the cumulative
distribution function (computed for the marginal type).

Similarly, straightforward algebraic manipulations show that the elasticity of %—? with re-
spect to d (which can be either positive or negative depending on whether D is supermodular

or submodular in (g, d)) is given by:

92D V(z,g)—K f (V(xle)—K)
9qod dx dx

d 9D - V(z,q)—K
9q f( dz )

whenever D(z,q,d) € (0,1). In particular, under partial (positive) market coverage,

20 0(a,d) 1" (0(a.)) 0(q.d) F" (0(a.))
d %55 =-1- ~ =-1- .
%0 lama(i(ad)ad) 1 (8a.0) F(0(q.d))

curvature of F(.)

with respect to d holding the amount of information

This implies that the elasticity of %—I;

constant is related to the curvature of F(.). It is greater (less) than —1 if f/(.) is positive

(negative), that is, if F'(.) is convex (concave).
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